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TOWN OF WATERFORD
FY2025 BUDGET REQUEST
IT DEPARTMENT 10147

BUDGET FUNCTION

The Information Technology department is responsible for providing end user support, security access
controls, and software/equipment maintenance for town and public safety IT systems. These functions
include maintaining user access across multiple systems such as email, file shares, application access,
web access, phone assignments, or voicemail access. We are responsible for analyzing and continually
addressing cyber security concerns by restricting access to resources inbound and outbound to the
organization, monitoring cybersecurity logs, maintaining multiple data backups, staying informed on
current IT threats, and notifying end users of ongoing threats such as phishing scams.

The department has three positions, an IT Manager, an IT Support Engineer, and a PC Technician. We
are responsible for some of the following equipment.

Approximately 180 Desktops, 60 Laptops, and 50 mobile devices such as iPads/iPhones
Approximately 40 Network Switches and 15 Routers

75 Virtual Servers, Approximately 20 physical servers, and 135 individual Databases
More than 175 Cisco IP desk or wall phones.

During FY23 we received 1304 support tickets into our help desk ticketing system. Not every request
or issue generated a ticket.

@ Police Department - 210 - 16.10%
&1 Information Technol... - 184 - 14.11%
B Human Resources - 145 - 11.12%
Public Works - 105 - 8.05%
8 Planning/Development - 87 - 6.67%
Senior Services - 86 - 6.60%
8 Finance -79-6.06%
Utility Commission - 67 - 5.14%
B Rec & Park - 60 - 4.60%
M Fire Services - 57 -4.37%
;' @ Public Library - 47 - 3.60%
| Tax Assessors -45 -3.45%
@ Youth Services - 36 - 2.76%
@ Dispatch -23-1.76%
B selectmans Office - 18 - 1.38%
M Town Clerk -17-1.30%
B Registrar - 14 - 1.07%
Tax Collector - 13 -1.00%
@ Building Department -8 -0.61%
Emergency Management -3 -0.23%




TOWN OF WATERFORD
FY2025 BUDGET REQUEST
IT DEPARTMENT 10147

BUDGET SUMMARY

The Town of Waterford Information Technology departments requested budget for fiscal year 2024-
2025 is enclosed. The total budget request is increased by $66,242 for an overall increase of 5.69% over
last year. What is not represented by these numbers is the estimated return of $88,000 to the general
fund from charges to New London for their portion of the Harris Radio Maintenance Contract.

The departments goals for the upcoming fiscal year is to continue focusing on strengthening and
maintaining the IT infrastructure and systems from constant cyber security threats, providing quick
resolution to end user IT service requests, and working with departments to strengthen their use of
current IT resources toward improving productivity.

PERSONNEL COSTS

e FY25 budget reflects an increase of $23,518 over the FY24 budget due to approved
salary increases and associated payroll taxes.

SERVICES

e Service Contracts & Repairs - includes an increase of $47,839 or 5.47% over FY24.

o Library - Nearly flat compared to FY24 with the slightest decrease

o Tax Assessor —2.14% increase equal to $624

o Tax Collector — decrease of 22.24% or $2,710.31.

o Planning and Zoning / Building Department — increase of 33.64% equal to
$10,194. This increase is due mostly due to a new software request for a
Municity integration and increases from a signed contract agreement for Tighe
and Bond to host all of our GIS data from their facilities vs on premise. Thereis
a slight decrease in the ESRI software renewals to correspond with this.

o Finance —19.09% increase equal to $18,741 over FY24. This increase is mainly
attributed to the new request for software to improve the flow, management,
and communications for the procurement process using cloud based software
from OpenGov.

o Town Clerk — Transferring $700 in software from the Town Clerk budget to the
IT budget has no net increase to the town over FY24




TOWN OF WATERFORD
FY2025 BUDGET REQUEST
IT DEPARTMENT 10147

E

SERVICES CONTINUED

UIPMENT

O

(@]

Police — decrease of 19.52% or $33,861. The biggest savings here is the change
in the public safety software used from Central Square to NexGen. The FY25
cost for Central Square would have been approximately $120,000 vs the $33,164
for the NexGen product which over 95% of the Public safety departments in CT
use. This savings is significantly more than any increases, such as the large
increase associated with storing police body and in-car camera for the legally
required amount of time by the State of CT.

Emergency Management — decrease of 1.32% or $3,277.

Fire Services — decrease of 10.4% or $4,520. This decrease is mainly from the
renegotiation of the fire houses Breezeline internet services.

Public Works — decrease of 5.67% or $2,241.55.

IT Department — increase of 26.13% equal to $53,107. This increase is primarily
because of a bulge that will happen every 3 years from the renewal of the Pure
Storage service and support subscription. The 3 year renewal ensures, through
an offering from Pure, that we will get new storage controller processor blades
every 3 years always keeping our storage system current.  Additional in FY25 is
the improvements of our cyber security endpoint protection software for servers
and workstations as what we are currently using expires early FY25.

Recreation & Parks —increase of 51% equal to $3,980. This increase is mainly
due to a pricing correction for their RecDesk product which is billed on usage
levels. Estimates we had received for FY24 budgets were off and had we
received proper estimates from the vendor R&P would be nearly flat.

Senior services - Nearly flat compared to FY24 with the slightest descrease

First Selectman - Increase of 40% or $7,166 over FY24. This is related to the web
hosting fee from the CivicPlus website that in FY24 the amount budgeted was
lower than the service cost due to an expected credit. The FY25 budget increase
is not unexpected.

Youth Services — Zero percent change from FY24.

Dues, Conf, & Education — This will allow the IT staff to attend a conference in FY25 put
on by the State of Connecticut.

Reimbursable Expense — provides for mileage reimbursement for three IT staff to travel
between town buildings when it is not possible to use town vehicles. We have been
relying on using town vehicles whenever possible to keep this number low.

Telephone —includes cellular phones for three it staff and remains flat.

Computer Equipment Hardware — includes a decrease of $5,310 or 11.86%.
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™ KBl COMMUNITY 781 Elmgrove Road, Rochester, New York 14624

o5 | DEVELOPMENT ) % .
X SOLUTIONS (800) 836-8834 * (585) 328-1810

Sy ey (e TR LT FAX (5 85) 328-8189

MUNICITY™ CHANGE ORDER #WA4895_092723 — ADDITIONAL PRODUCTS

This Change Order is subject to ICC Community Development Solutions’ Terms and Conditions, which are
available at http://cms.generalcode.com/terms-conditions and are incorporated herein by reference, and the
client authorizes ICC Community Development Solutions to proceed with the project.

Client Name: Town of Waterford Contact Person: Jill Stevens
Address: 15 Rope Ferry Road Account Executive: Bruce Cadman
Waterford, CT 06385-2886 Date: 9.27.23

. pnnualSaaSSubscription.
ICC Code Access Subscription No. of Books

Year1  Year2€ Year 3€

Annual Code Access Subscription and 10-20 titles $2,790 $2,874 $2,960
Integration Maintenance

. = ImplementationandTraining
[mplementation Departments

Municity 5 —{CC Code Access APl h/a $350 - -

Integration (set-up, development,
configuration, testing/reworking)

.~ =~ TotalYearly/Cost - s e

_ » ~ $3,140 $2,874 $2,960 /
~ Note~if selected, assaciated fees will be added to the pricing for Desktop and Mobile set-up and annuities.
O after the first year ICC Community Development Solutions may raise the annual support contract by 3% or by the previous
year’s annual Cost of Living Adjustment (COLA) as calculated by the US Social Security Administration, whichever is greater.
ICC Community Development Solutions will provide the Municipality with notice of any proposed increase no later than
ninety (90) days prior to the anniversary date of the Contract. The absence of such notice shall be construed as ICC
Community Development Solutions’ intent to maintain the annual support contract at the prior years” amount.

Scope: This change order will add the Municity 5 — ICC Code Access integration to the Town of Waterford
Municity database, as well as access to 10-20 ICC Code Books for sourcing. Book selections are to be chosen by
the Town staff for ICC CDS to populate within the integration.

Timeline: This service will begin within 60 days of reception of the signed Change Order.

Payment Terms: Services will be invoiced as completed. Annuities will be added to the existing Town of Waterford MSAP.

Price Validity: Price is valid for 60 days from 9.27.23.

(Client please fill out) Invoice for this Change Order to be sent to:

Department: Contact Name:

ICC Community Development
https://icc-cds.com




CHANGE ORDER FORM

INTEGRATIONS: ICC CODE ACCESS API

ICC Code Access API provides organizations with instant access to the latest building code
requirements within their existing workflow application.

(73
Easy access to the fire, building, and mechanical

codes that | use every day. It is fantastic.”
David, Engineer

Empowering Institutions with seamless control and convenience:
Tools and features:
* Latest code content
*  Simplified search tools
*  Confidence in accuracy
* Real time updates
*  Streamline common code references within your portal or workflow tool

“ Using the ICC Digital Codes puts all the code
information essentially at your fingertips, Iiterally.”

Roy, Architect

ICC Community Development Solutions

www.ice-cds.com



ahedBond

R

W-2019
August 23, 2023

Mark Wujtewicz
Planner

Town of Waterford
15 Rope Ferry Road
Waterford, CT 06385

Re: FY24 GIS Services
Dear Mark,

Tighe & Bond is pleased to present the Town of Waterford with the following scope of services
for GIS support to be provided under the existing on-call services contract.

Scope of Services

Technical Support

« Tighe & Bond will provide technical support to the Town for GIS data updates and
implementation of GIS data apps for the following departments:

o Planning and Zoning

= Tighe & Bond will perform as-needed tasks at the Town's request
including updating the Town’s zoning and easement GIS data, digitizing
planimetric data from record plans, developing data representing the
Town’s various districts, developing trail maps, and other projects that
may be requested by the Town.

o Assessor

«  Parcel updates will be performed according to source maps and notes
provided by the Assessor. Parcel updates include lot line adjustments,
subdivisions, lot splits and combinations, and assoclated text updates
such as lot dimension or acreage changes.

Changes will be tracked in the metadata of parcels impacted by a
change. Metadata will contain the Town Clerk’s filed map number as a
cross reference to the source information. Tighe & Bond will obtain an
updated extract from the Town’s CAMA database to confirm linkage with
the GIS data. Ownership information from the CAMA database and the
updated GIS data will be uploaded into the Town's GIS Web site that
will be hosted by Tighe & Bond. Our lavel of effort estimate is based on

an assumption of 100 annual parcel updates.
Print Tax Maps

After the Town reviews and approves parcel changes, the map sheets
Impacted by a change will be printed in color on 24" x 36" paper and
delivered to the Town,

213 Court Street, Suite 1100 =  Middletown, CT 06457 «  Tel 860.704.4760
www.tighebond,corn



TighedBond

Deliverables
«  Full size (24" x 36") color prints of the changed tax maps

« Digital deliverable of PDFs of all tax maps and updated GIS
Geodatabases

o Fire & Police
» Tighe & Bond will provide GIS data maintenance services to the Fire
and Police departments for updates to response zones, parcels, roads,
and other mapping data required for the Towns E911 software.

o Public Works and Utility Commission
»  Tighe & Bond will provide GIS Services to the Public Works and Utility
Commission departments. Services will include creating or editing GIS
data and creating ArcGIS Online applications and workflows (hydrant
flushing, sewer, water, stormwater, etc.) to support operational needs.

o Information Technology
=  Tighe & Bond will work with the IT department to review existing GIS
software including ArcGIS Server capabilities and workflows and make
recommendations that support the Town's GIS needs Services will
include hardware recommendations, review of security and backup
policy and support for future GIS applications.

Estimated Fee

Tighe & Bond will perform the services described above for an upset limit not to exceed
$20,000.

Web Hosting and Managed GIS Services

]

Web Hosting and Managed GIS Services will be provided for a period of 12 months,
from July 1, 2023 through June 30, 2024. The annual web hosting service includes
the opportunity to provide up to two GIS data updates over the course of the 12-
month hosting period. Typical GIS data updates include:
¢ New Assessors CAMA Extract (property ownership table)
¢ Updated GIS Data Layers
« New base maps and aerial photography
GIS data that is not maintained by Tighe & Bond will be provided by the Town of
Waterford in an Esrl geodatabase or shapefile format.

Tighe & Bond will migrate and manage the Town's databases and configure map
services to be consumed In web maps using the Town’s existing ArcGIS Online
platform. Viewing and editing permissions will be configured to tailor access to different
users based on the Towns recommendations. A backup system will be implemented
which will retain nightly backup copies of the data for up to two weeks, Automatic off-
site backups will be provided if requested.

Web Hosting and Managed GIS Services Fee

Tighe & Bond will perform web hosting and managed GIS services as described above for a
lump sum annual fee of $3,500. After the first year, the fee will be increased by $3,000 to a
total annhual fee of $6,500.



Tighe&Bond

Fee

Tighe & Bond will perform the GIS services listed above for a not-to-exceed fee of $23,500.
We will undertake the Technical Services Scope of work on an hourly-plus-expense basis, and
you will be billed for actual hours worked in accordance with the attached rate schedule. We
will provide GIS Website Hosting for a lump sum fee of $3,500 invoiced at the beginning of
the hosting term. If this scope is acceptable, please sign and return this agreement and/or
issue a purchase order referencing this agreement indicating your agreement and
authorization for us to proceed.

The Terms and Conditions contained in the On-Call GIS Services agreement dated April 11,
2018 will remain in effect under this agreement,



2023 FIXED HOURLY RATE SCHEDULE

TECHNICAL PROFESSIONALS

Tighe&

TECHNICAL PROFESSIONALS

ohd

Senior Vice President $300.00  Senior Environmental Professional $260.00
Vice President $265.00 Principal Environmental Scientist $200.00
Safety & Health Director $230.00 Senior Environmental Scientist 2 $175.00
Senior Consultant $240.00 Senior Environmental Scientist 1 $155.00
Principal Landscape Architect $205.00 Senior Data Management Specialist 1 $155.00
Principal Engineer $230.00 Project Environmental Scientist 2 $135.00
Senior Project Manager $230.00 Project Environmental Scientist 1 $125.00
Project Manager 2 $200.00 Environmental Scientist 2 $110.00
Project Manager 1 $165.00 Environmental Scientist 1 $100.00
Senior Landscape Architect 2 $170.00

Senior Landscape Architect 1 $160.00 GIS PROFESSIONALS

Senior Engineer 2 $195.00 GIS Technical Director $230.00
Senior Engineer 1 $175.00 GIS Project Manager 2 $185.00
Senior MEP Professional 2 $195.00 GIS Project Manager 1 $145.00
Senior MEP Profassional 1 $175.00 Senior Development Engineer $195.00
Project Engineer 2 $155.00 Senior GIS Analyst 2 $170.00
Project Engineer 1 $140.00 Senior GIS Analyst 1 $145.00
Project MEP Professional 2 $155.00 GIS Analyst 2 $135.00
Project MEP Professional 1 $140.00 GIS Analyst 1 $115.00
Project Landscape Architect 2 $155.00 GIS Technician 2 $95.00
Project Landscape Architect 1 $145.00  GIS Technician 1 $85.00
Staff Engineer 3 $135.00

Staff Engineer 2 $125.00 SUPPORT

Staff Engineer 1 $115.00 Remediation Technician 2¥ $105.00
Landscape Designer 2 $135.00 Remediation Technician 1% $95.00
Landscape Designer 1 $120,00 BIM Manager $170.00
Senlor Architect $185.00 CAD Manager $170.00
Principal Planner $175.00 Senior Designer $155.00
Praoject Planner $135.00 Senior Drafter/Designer* $135.00
Planner 2 $125.00 Drafter/Designer * $120.00
Planner 1 $110.00 Graphics Support Specialist $110.00
Resident Engineer $175.00 Intern* $75.00
Construction Observer 3 $150.00 Administrative Support* $90.00
Construction Observer 2 $135.00

Construction Observer 1 $110.00

Principal Compliance Specialist $210.00

Senior Compliance Specialist 2 $165.00

Senior Compliance Specialist 1 $150.00

Project Compliance Specialist 2 $135.00

Project Compliance Specialist 1 $125.00

Compliance Specialist 2 $110.00

Compliance Specialist 1 $95.00

EXPENSES

1.

Automabile transportation expense for employee travel directly related to the project shall be invoiced at the
prevailing Federal rate per vehicle mile,

2. Outside reimbursable expenses and services, which are rendered to Tighe & Bond by other than direct
employees, and any permitting fees paid by Tighe & Bond on behalf of the Client, shall be invoiced at Tighe &
Bond’s direct cost plus 10% administrative fee.

3. Reimbursable expenses such as in-house field supplies and equipment rental, tolls and parking, overnight
mallings and bulk notification mailings, and in-house printing shall be invoiced at cost or unit costs as
applicable,

4, Costs for ltems such as regular mailings of project documents, telephone or fax communications, computer
usage charges, and misceflaneous in-house printing are Included in the hourly rates shown above,

PROVISIONS

; (%

#

2023

Rates are effective untll December 31, 2023, at which time rates will be increased based on annual salary
review,

For non-salaried personne! (noted above by an “*"), time worked in excess of eight hours in any day or forty
hours per calendar week shalf be invoiced at 150 percent of the above fate.



Government purchasing is faced with growing workloads and fewer
resources. Many turn to modernizing the tools for procurement,
solicitations, and contracting to bring exceptional buyers, demanding
customers, and qualified suppliers together.

Local businesses and citizens are connected to government in an
unprecedented way using online tools, and your website tools are the

main ways vendors and suppliers are connecting.

Why OpenGov Procurement?

OpenGov Procurement is an intuitive modern e-Procurement solution
that helps you gain more insight into making better purchasing
decisions, improving the efficiency and quality of the procurement
process, and realizing cost savings that positively affect everyone!
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Agencies who are pioneering procurement in the Digital Age with OpenGov
Procurement are setting a new standard by providing new, exciting services to
their customers, improving vendor experiences, and saving time and money.

A New Era in e-Procurement = Solicitation & Contract
Development

e-Procurement now includes solicitation and contract development
and workflow automation, so you don't get stuck formatting RFPs,
bids, and contracts in a word processor — and it eliminates redundant
data entry!

Main Features

+  Easy-to-Use Internal Request Processing
& Workflow

« Intuitive, Comprehensive RFP & Bid
Writing Tools Leveraging Your Language
& Your Rules

+  Scope Development That Promotes
Collaboration & Consensus

« Approvals, Workflow, & History to Maximize
Insight & Performance

< Self-Service Vendor Database with
Automated Bid Notifications

+  Compliant & Transparent Vendor
Engagement for Q/A, Addenda,
& Deadlines

«  Survey-like Guided Electronic RFx
& Bid Responses for Vendors

+  Evaluation Committee Management with
Bid Tabulations & Side-By-Side Scoring

«  Contract Development and Management
Incorporated into Purchasing and
Solicitation to Support Compliance

+  User Experience Requires Little to
no Training



Ensure Fairness and Compliance for Bidders

Consistent, well organized RFPs and bids using the most
up to date language every single time means you never
have to worry if a department goes "rogue”. We make using
your language intuitive, so they are happy to follow your
guidelines and instructions built within each template!

Not all “E-Bidding” is the Same

Uploading massive PDFs for both the solicitation

and vendor response equals confusion on both sides.
Large PDFs are hard to read, and it usually ends up

in printing. With OpenGov Procurement interactive
solicitations and guided vendor experiences, paperless
also means easier and more interactive. Solicitations,
Vendor Responses, Evaluations, and Contracts — are all
paperless with OpenGov Procurement!

Train as you go + Real Time Chat Support

With OpenGov Procurement, our platform guides both staff
and vendors with effective instructions that guide while you
work. Users are up and running in minutes! Both staff and
vendors also have access to our in-application real-time
support that's connected to our exceptional and dedicated
team. This means more responsive bids every time!

Transpavent and Collaborative

Now, you and your procurement team have insight and
easy access o every procurement being considered...

and real time collaboration tools that let you build and
communicate with your internal project teams to keep
everyone in the loop at all times!

Full Featured at a Fair Price

With OpenGov Procurement you're getting the most
comprehensive Government e- Procurement Platform on
the market for an affordable monthly price, Since we also
solve some of your biggest time wasters, the ROl is
significant and immediate, This is THE big WIN-WIN you've
been looking for.
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Capture and manage =

_ your employees’

 health, employmen -

~ and training .
~ information all i inone.
__easy-to-use hub W'

. ESO Personnel
= Management

- Made for.

o>

| v e

TRACK TRAINING.

Schedule and manage
employee courses effortlessly,
while staying on top of your
to-do list, Keep courses
organized, and include course
materials, and rosters.

DOCUMENT
CERTIFICATIONS.

Easily record and track
certifications and credentials
while never missing another
recertification. Receive alerts
for upcoming certifications,
licenses, and other expirations

SO you can stay compliant and
have peace of mind.
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New Personnel
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RECORD WORK
HISTORY.

Capture and manage
your employees' health,
employment and training
information all in one
easy-to-use hub with ESO
Personnel Management.

B
CLEAR AND
ACTIONABLE VIEWS.

Filter, sort, and search to easily
access the data you need for
effective people management.
Whether you need
immunization records or
employment dates, it's all here.
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CONFIGURABLE
SECURITY.

Granular security grants

role-based access to

information so employee
data is viewed and accessed

by the appropriately
authorized people.

—

2

TIE IN CRITICAL
INCIDENTS.

Personnel Management
automatically attaches
exposures during critical
incidents to the personnel
record so you can help
provide the right resources

for your employees.

Learn more about PM at eso.com or call us today at 866-766-9471.



920 De Guigne Dr
Sunnyvale, CA 94085
United States

+1 (669) 800-5000
wwwi.illumio.com

Remit Payment: ar@illumio.com
{{lumio Tax ID: 46-1675620

Prepared by: Jack Boullie
jack.boullie@illumio.com

Payment Terms: Net 30
Offer Valid Through: Dec 31,2023

ADDRESS INFORMATION

Bill To: Town of Waterford, CT
15 Rope Fetry Rd
Waterford, Connecticut, 06385-2886
United States

Attention: Jeffrey Robillard
jrobillard@waterfordct.org
18604420553

SOFTWARE & SUPPORT

e ] e e e

IL-ENDPT-S-SEG : SAAS  Jan], 2024 Dec 31,2024 : 250 $55.00 $34.10

illumio Endpoint Visibility and
Segmentation

Illumio Endpoint Visibility and
Segmentation: SaaS  Policy !
Compute Engine; One license :
per Windows 7 or Windows 10 -
or Mac endpoint; Risk-Based
Visibility and Segmentation

Ship To: Town of Waterford, CT
15 Rope Ferry Rd
Waterford, 06385-2886
United States

Attention: Jeffrey Robillard
jrobillard@waterfordct.org
18604420553

" IL-SPT-ENT : Jan1,2024 ‘Dec31,2024 i 1

IHlumio Customer Support

lllumio Enterptise Support: 7x24
availability: Phone, emall and :
web; Remote response; All ;
maintenance releases and i
: software updates; Full access to !
. the Support web site resources !
. and self-paced training. :

| Extended Price
uUsb

$ 8,525.00

$1,534.50

$10,059,50
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Product Description

IL-PS-HR
Professional Services - Per Hour Charge

Professional Services - per Hour charge
(excluding T&E); - For any set of tasks as
outlined in the IL-PS-HR data sheet and
agreed upon with the customer, - Tasks
can include  Consultancy, PCE
deployment and integrations, VEN
deployment and strategy, and Labeling

and policy design.

Start Date'

Jan 1, 2024

Dec 31,2024 10 $425.00

Net Price

(Annual)

$425.00

Extended Price
usD

$4,250.00

$4,250.00




Illumio for Government

Zero Trust Segmentation (ZTS) ensures mission resilience

in the public sector

The challenge

Government organizations are constantly at risk for
adversary attacks, made more difficult due to the ever-
increasing attack surface. This makes it imperative to
assume breaches are inevitable.

The annual EBLInternet Crime Report showsthat 115
government organizations were victims of ransomware
over the last year. Known malware like Triton show that
traditional prevention and detection technologies are no
longer sufficient to stop attacks.

Preparationis a challenge. This is compounded by an
inability to see the complete application and workload
environment. These hybrid environments are often
managed by siloed methods, resulting in significant risk.

Regardless of the threat, the mission must continue.
Implementing Zero Trust breach containment strategies
ensures resilience despite an adversary's best efforts. By
implementing a Zero Trust strategy, governments can
improve mission resilience, meet statutory and legal
mandates, and build trust.

The solution

[llumio delivers these benefits with Zero Trust
Segmentation (ZTS). ZTS enables visibility you can trust
and granular controlofall lateral network traffic between
workloads, whethet on-premises, in the cloud, or on the
endpoint.

The lllumio ZTS Platform delivers:

*  Unparalleled visibility: Gain a complete, detailed view
of all traffic flows between workloadsin seconds

*  Consistent enforcement: Implement uniform policy
across hybrid environments without silos

* Enhanced cyber resilience: Contain and reduce the

impact of breaches for uninterrupted mission
execution.
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How it works

{llumio ZTS segments on the host. This means no matter
where a workloadis located, it can be protected rapidly

and at scale.

By restricting traffic movementin the data center,
the cloud, and on endpoints, {llumio blocks attackers

INDUSTRY BRIEF

The lllumio ZTS Platform provides these key benefits:

*  ZTS in minutes: Rapid breach containment prevents

operational impacts without requiring a significant
amountoftime ora deep technical bench.

+  Protect legacy workloads: Application ringfencing

from infiltrating deeper into the network. With illumio,

government organizations can stop and contain
attacks before they spread and halt the mission.

protects mission-criticaltechnology, regardless of
supportstatus,

*  Proactive attack prevention: Easily shut down high-
risk ports commonly used by advetsaries to spread

through an environment.

Zero Trust Segmentation use cases

Eliminate blind spots

Vistialize all communications and
traffic hetwenn workloads across
on-prern and cloud environmets.

Move securely to the
cloud

Whether & “lift and shift” or re-
architecture, visibility and
protaction folow for mission
conlinuity.

About lllumio

Prevent lateral
movement
Lower risk of adversaries accessing
sensitive information by controlling
east-west traffic.

Ensure continuous
protection

Maintain pratection in disconnezted
and airgapped networks, even if
access {o fllumio is lost.

Ringfence high-value
assets
Proactively contral
commiunications and isolate
husiness-critical applications and
anvironments.

.

Control information
sharing

Restrict third-party access (o only
allow what is necessary and
wanted wilhin the environment

I Al B apavan o
D2l flburnio

fllumio, the Zero Trust Segmentation company, stops breaches and ransomware from spreading across the hybrid attack surface. The
llurio ZTS Platform visualizes all traffic flows betweenworkloads, devices, and the internet, automatically sets granular segmentation
policies to control cormmunications, and isolates high-value assets and compromised systems proactively or in response to active
attacks. lllumio protects organizations of all sizes, from Fortune 100 to small business, by stopping breaches and ransomware in
minutes, saving millions of dollars in application downtime, and accelerating cloudand digital transformation projects

Copyright © 2023 lllumio, Inc. All rights reserved. lllumio® is a trademarl or registered trademark of llumio, Inc. or its affiliatesin the
US.and other countries. Third-party trademarks mentionedin this document are the property of their respective ownets.
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Stay Modern, Forever

Continue to enhance and grow
your storage for 10 or more years.
Over 97% of Pure arrays are still in
use today because they look and
run like new arrays.

Always Agile, Never Obsolete

Transform storage from a
problem to a solution, and
upgrade whenever your
organization needs to.

Improve Your Numbers

Achieve 30% to 60% lower total
cost of ownership and get twice
the data reduction with less risk.

Experience Customer
Satisfaction

See why Evergreen//Forever

is a major factor in Pure Storage's
industry-leading Net Promoter
Score, which is more than 3x the
average for data storage vendors.

DATA SHEET

Evergreen//Forever
Subscription

Get a subscription to innovation and [T agility
for your traditional storage purchase.

Pure Storage® Evergreen//Forever™ is your subscription to
innovation. With it, you will experience storage that's never
obsolete, allowing you to buy your storage once and use it
virtually forever. An Evergreen//Forever subscription delivers
real IT agility, enabling you to scale seamlessly and
non-disruptively, without penalty or storage rebuys.

Gain Agility, Savings, and Storage That
Grows with You

An Evergreen//Forever subscription enables storage that is deployed once and
non-disruptively upgraded when you need it, for a decade or more without the
need to rebuy the hardware you already own. Forget downtime, performance
impact, or data migrations: We've engineered compatibility for future
technologies directly into the products themselves.

Upgradeable Architecture with a Subscription:

The Key to Agility

Pure's Evergreen™ architecture combined with your Evergreen//Forever
subscription lets your storage evolve with changing requirements.

o Benefit from Pure's unique and software-defined architecture, engineered
to be modular, stateless, scalable, field-serviceable, and field-upgradable.

» Upgrade components independently all online and non-disruptively—
and even mix and match them—allowing you to regularly take advantage
of innovation in CPU and flash technology and extend storage life to
10+ years.

» Upgrade controllers or blades non-disruptively to increase performance
or maximum capacity.

¢ Add or upgrade capacity non-disruptively for more scale and density to
manage data growth and unexpected demands on your {T infrastructure.



DATA SHEET

Maximize Your Savings

A subscription to Evergreen//Forever protects your storage investments with included upgrades, up to full-value trade-in
credits, and an architecture that is almost effortless to manage and expand. Most customers will realize total cost of
ownership (TCO) savings of more than 30% compared to traditional storage just by avoiding one typical forklift upgrade.

SAVEUP TO GO%INTCO

TOTAL EXPENSES WITH LEGATY STORAGE
TOTAL EXPENSES WITH PURE STORADE 1%

lagiuded, Hon-disruptive Contrelley
ot Blade Upgrinde with Evergreen//Forever
Subscription Renavasl

Fiy and Robay Legacy Storato: 1 :
YA D rgnive Rata tSigistion 2 l

YEAR 3 YEARA4

Typical TCQ savings using Pure array with Evergreen//Farever subscription vs legacy storage.
Total expenses include storage, capacily increases and operating costs.

Flgure 1,100 sadngg, witic b ©

vkt comipotd t egany wolutions

A Storage Purchase That Keeps Getting Better

Evergreen//Forever delivers a storage ownership experience unlike any other, with subscription to always-improving data
services, always-modern infrastructure, and a world-ciass customer experience.

Always-improving Data Services

With Evergreen//Forever from Pure, you never need to worry about systems becoming out of date. You get:

« An all-inclusive software subscription, with enterprise-grade data services: Get all-inclusive enterprise-level capabilities
across all our products, for organizations and workloads of all sizes, at the time of purchase.

« New features and capabilities added continually: Get access to software features we introduce in the future with no
added costs. Your subscription even includes Portworx CSl for FlashArray™ and FlashBlade®, delivering persistent storage
for your Kubernetes applications.

o Al-based intelligent management: With Pure1® you can experience self-operating storage with full-stack, Al-powered data
storage management, monitoring, and planning.

Shways-modern Infrastruciure
Never worry about keeping your storage hardware up to date. Evergreen//Forever gives you:
« Included controller or blade upgrades at regular intervals (Ever Modern): Keep your FlashArray and FlashBlade//S

performance, scale, and features modern without disruption or need to repurchase. With each three-year
Evergreen//Forever renewal, you get latest-generation controllers or blades.

o On-demand, unlimited controller or blade upgrades with full-value trade-in (Ever Agile)* Upgrade your array performance
at any time as you expand, as many times as you need. Purchase a qualifying capacity pack and get full-value trade-in for
your old controllers or bfades toward higher-model versions with up to a 20% list price discount.

a
@ i Uncomplicate Data Storage, Forever
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« Capacity Consolidation and flash media upgrades’: Consolidate data from older flash into new, expanded, denser
capacity, either in an external shelf or a FlashArray™ or FlashBlade® chassis. Return old capacity and receive up to 50%
credit for terabytes you already own.

+ Evergreen forever component replacement: You're protected from any failures and component end-of-life issues. With
your current Evergreen//Forever subscription, we'll replace failed components (even proactively before failure) with like or
better ones, no matter how old your array is.

World-class Customer Experience

With a rating that's at least three times the industry average, Evergreen//Forever gives you features like:

o Love Your Storage Guarantee™: With the industry's broadest storage purchase guarantee, if you aren’t happy,
return the array within 30 days for a full refund, no questions asked.?

¢ Right Size Guarantee™*: Get 12 months guaranteed effective capacity, risk-free and in writing. Get twice the total
efficiency vs. the competition (10:1 on average). Extend your guarantee with any expansion purchase, up to the life of the
array.

o Zero data loss guarantee: In the rare event where data is lost on Pure hardware, our support team will help you every step
of the way. If data cannot be recovered, customers will be issued a service credit,

« No data migration guarantee: Upgrading on Pure means no data migration. If Pure must migrate customer data when
performing an applicable upgrade, we will give you a service credit towards a future purchase.

o Power and space efficiency guarantee: Pure Storage is the only vendor that will issue both a maximum Watts/TiB and
TiBs/rack unit (RU) ratio based on purchased hardware. If either number is exceeded, we'll remediate it or give you a
subscription credit.

e Premium-level proactive and predictive support: Pure delivers a support experience that other vendors charge
a premium for. Get peace of mind with predictive analytics and services, support-managed upgrades, mobile and
SaaS-based monitoring, on-site break/fix, first-call access to L2 support, included educational resources, and more.

« Flat and Fair subscription renewals: We keep subscription renewal rates flat: Pure won't raise the base rate, so you have
consistent, predictable costs for the life of your array.’

Uncomplicate Data Storage, Forever
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Evergreen//Forever Features Overview

Evergreen//Forever delivers a subscription to our ever-improving capabilities across hardware, software, proactive and
predictive support, and customer experience.

Category Feature Evergreen//Forever
Software Subscription All-inclusive array software subscription v’
Future array software features v
Hardware Subscription ﬁ:lci;ﬂ::ﬁ?\ srrleitserﬁ;uur\?e()stateless, software-driven, o
Bie  Modbin Included contr?(!ﬁgxi:de upgrade on
Ever Agile? 4 Anytime contrﬁgzt;{ﬁlscé?elgl)lgrade with full
Capacity Consolidation? Anytime full trade-in credit with 2x capacity
Evergreen forever component replacement v
Proactive Support Predictive analytics and setvices v
Instant L2 support access v
Premium Sev 1 response SLA v
Support-managed upgrades (Ve
Premium on-site break/fix SLAs v
Mobile/SaaS-based monitoring v
Customer Experience Right Size and 30-day guarantees v
Flat and Fair subscription renewals (v
Zero data loss guarantee o
No data migration guarantee Vv
Power and space efficiency guarantee v
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Manimize Your tnvestimernt

Partnering with lllumio, you have taken the first step in
investing in technology that will transform your security
posture. As part of the transition, we apply our expertise
and best practices to analyze your existing environment
and assist with the cutover,

The next step is to maximize your investment by
engaging lllumio Professional Services (PS) to help
with any set of tasks that is agreed upon.

Scope of Work

Jtlumio PS will provide the Customer with a resource for

the duration indicated in the lllumio Order Form to assist
in the deployment and integration of the Hllumio products

into the Customer environment, Illumio PS will provide
guidance and assistance with any of the following tasks:

Consultancy

+ Act as a subject matter expert on the lllumio product
set for purposes of assisting the Customer with its
integration into its service set.

+ Assist the Customer in planning, scheduling, and
execution of tasks related to deploying lllumio into
the Customer environment.

« At the kickoff meeting, lllumio and the Customer
will determine a suitable meeting cadence to review
project status and upcoming tasks.

« Act as an interface between the Customer teams and
the lllumio product and support teams.

« Provide support to the Security Tooling, Security
Operations Center, and Service Owners teams on
matters related to the Illumio implementation,

« Assist in the technical review and provide guidance on

change preparation related to the |llumio deployment.

« Assist with APl usage to allow the integration of
Illumio into the Customer’s automation framework.

.

DATASHEET

Provide guidance to help develop security rulesets
and policies related to integrating customer services
into tllumio.

Provide knowledge transfer and education on the
[llumio products (supplemental to formal lllumio
training services).

PCE Deployment and Integrations

Provide guidance and assistance with on-premises
or cloud PCE deployment.

Provide guidance and assistance with syslog
integration.

Provide guidance and assistance with SSO integration.

VEN Deployment and Strategy

Work with the Customer to provide guidance and
develop strategy to deploy the VEN onto workloads
using the Customer’s software distribution platform.

¢

o) ibluam
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DATASHEET

Labeling and Policy Design

+ Provide guidance and assistance to the Customer with collecting and analyzing data to help develop a
labeling strategy.

+ Provide guidance and assistance to the Customer with analyzing application flows and dependencies using
llumination. This data will be used to visualize and develop an application policy design strategy.

+ Review Illumio best practice policy guidelines, including core data center services, administrative access, egress
traffic, and IP lists.

« Provide guidance and assistance to the Customer with writing policies for the above policy types and intra-scope
traffic for application groups.

Customer Responsibilities

+ |ldentify internal resource(s) to coordinate with the lllumio PS consultant and facilitate the project objectives.
* Provide all required physical and logical access to facilitate the delivery of the Services.
+ Prioritize tasks and resources to achieve project objectives in a timely manner.

+ Provide labeling metadata of the in-scope servers to facilitate correct labeling and identification of equipment in the
Customer's environment. Namely, for each host: hostname, IP addressing, and where available, server role, application,
environment, and location.

* Once data is imported into the modeling environment by [llumio PS, provide appropriate Customer staff to review and
tune the modeling data, such as workload labels.

Out of Scope

+ Consultancy or configuration of third-party equipment or software is not in the scope of the work.

+ Consultancy or configuration of any Customer systems, software, or equipment is not in the scope of the work.

r 1T
3 14! iflugnio



ETARAV L 4 S

0007
siddy 31 gL

s[qeay %m.‘.n_m.r :Bupjoed

8Z'1Z0'7L :Buiddiyg

87 120'%L

00'208'C pe'8 Qoe LHOINLOdS NOOTVSH IRIELSAMNOED INTLEL'NTOSLLOdS'SO 800
SS Vd SS300V

[s]s 30! 0070 A HINOLSND MIN NOILJIFOSANS ST ALISHIAINN IARLSCMOED, WZL'dVONLINI' OSd e 100

827205} 82°Z0S‘L L 1H0ddNS SS3YIX3 MG LSAMOED NZL'SAXILNI'SOH MY 200

00°8¥Z'L k14 ooe ONO¥d ITANNSTOHULNOD IDINZA NODTV4 IMHLSAMOED WZL'EL'N10Sd830IN3A'SD G00

0070 000 ooe LHOISNI INHLSAMOHD WZL L' NTOSLHOISNI'SD 00

000 000 Qoe IN3IAIEd INELSAMOYD WZL'SL'NTOSINIAIHIL'SD €00

00'v6£2 86°L aog QUYANVLS HdVEO LYIHHL INZLSANOUD WZL'ALsSOL'SO 200

314 NN8
00°52£'9 37181X374 3SIYdE31NT NOILO3 1084 LNIOdGNI NOOTVd INELSAMOYD NZL€L'NTOSLN3dd3'SO

woosnide@sjuelds jiews sANd9X] JUN0IIY
22€1-G19-18/ ‘dUOYd SARNIIXH 3Unody
Rl BAS)S SANIBXT JUNOIIY
£20Z/Sz/0L Req uoneudx3y woosnde@piemoys :jiewy poddng s9jes
ION $2pIO ZLSE-£92-£09 duoyd poddng sajeg
:ON Od J2wo3isn) piemoH p3 3oeju0) poddng sajeg

£20Z/6Z/60 93 uoneiony
BWeN 3jonP
L9E9E0ET *ON 3joNnP
QYOIHILYAM JO NMOL -SWEN Jsuoisny

12102 ‘YA ‘uopuseH ‘eauq ABojouyos] sang geSsl ‘oul ABojouyos] snids

SNnjdo

=




"pansasal syBU [y oul SnidS £2020

vwﬁ:._wﬁ mm; o_Embcma _mno*m mc mE m,:_.N_.cmoowm 2DI0A app
10 ‘paesIpul.si Junowe: Wybi2us Sse|un: .EmEmum_a Jopio’0) Joiid:suondLSa 1oL
pue mBm.mo:mo-:oc Bureq. QwEo u ynsar Aew: sabueyd:Aonod: i e

10 mo:mﬁmoow qummv mn “oc __mcw woc ULIO
10} SUOIIPUOY PUE SULISL JOWOISND 3} EmEom:mm ot




‘ &ROWDSTR"(E - }‘CribwdStrikevlsl.'bduCts

Falcon
B Insight XDR

The world's leading Al-powered platform for unified
endpoint detection and response (EDR) and extended
detection and response (XDR)

Challenges

Today's adversaries are moving faster than ever. To keep pace,
organizations continue to rely on a collection of disparate security tools
to identify and mitigate threats. These siloed security tools are inherently
ineffective, complicating and slowing incident detection and remediation.

To make matters worse, today’s sophisticated threat actors know where to
look for gaps in security silos. They can slip between defenses and move
laterally across the network, flying under the radar for extended periods of
time, lying in wait and gathering reconnaissance data for future attacks.

To autpace the adversaries, organizations must use EDR to optimize
threat detection, investigation, hunting and response enterprise-wide, and
use XDR to extend visibility and control across all key attack surfaces.

Solution

As a global cybersecurity leader, GrowdStrike brings over a decade of
expertise building the world’s most advanced cloud-native platform and
industry's dominant EDR offering to pioneer a new approach: unified EDR
and XDR. The CrowdStrike Falcon® platform combines the world's best
threat intelligence with innovative detection and response technology to
better understand and stay ahead of adversaries. CrowdStrike Falcon®
insight XDR extends enterprise-wide visibility, detects advanced threats
and responds automatically across endpoints and beyond.



CrowdSirike Products
Falcon Insight XDR

Key capabilities

Falcon Insight XDR correlates native and third-party cross-domain telemetry to deliver
high-confidence detections, unprecedented investigative efficiency and rapid, confident
response. Gain unparalleled visibility across your endpoints and extended security
ecosystem with third-party connectors for all key security domains, and enable your
security tleam with one unified, threat-centric command console.

Gainmore effective security cutcomes

Tapinto industry-leading EDR and XDR in a single platform: Start with the
endpoint and easily activate extended capabilities to unlock cross-domain
detections, investigations and response across your entire enterprise.

Create a cohesive, more effective cybersecurily ecosystem: Gain actionable
insights by combining previously siloed data into one single source of security
truth — acentral repository for endpoint and cross-domain telemetry.

Gather, aggregate and normalize with ease: Falcon Insight XDR strikes the
balance between EDR, native XDR and open XDR with a combined approach

for the most holistic view of your environment. Native first-party data, such as
EDR telemetry, from modules across the Falcon platform can be combined with
normalized data from third-party sources to provide an easy-to-understand view
of an attack from start to finish.

+ Native XDR: Falcon Insight XDR correlates native data from across the
entire Falcon platform at no additional cost* to truly unify security operations
and paint the complete picture of advanced attacks beyond
the endpoint.

+ Open XDR: Also known as Hybrid XDR, purpose-built XDR integrationsand a
common dataschema together enable third-party security dataingestion at
massive scale. This open approach ensures security teams have the visibllity
they need in one unified XDR command console.

Optimize security operations

Find attacks missed by siloed approaches: Detect stealthy cross-domain attacks with
industry-leading threat intelfigence and world-class Al, providing a tight human feedback loop
from CrowdStrike threat hunters, managed detection and response (MDR) experts and incident
response (IR) specialists, Out-of-the-box and custom detection capabilities give you the power
and flexibility you need to outpace the adversary.

Streamline triage and investigation: Prioritized alerts, rich context and detailed detection
information mapped to the MITRE AT T&CK® framework help analysts quickly understand and
acton threats. The intuitive Falcon console lets you quickly tailor views, filter and pivot across
data sets with ease. Automatic sandbox submissions and in-depth threat actor profiles allow for
complete understanding of the threat and adversary behind it,

Be immediately operational: The Falcon platform's single lightweight agent deploys in minutes
andis immediately operational — na reboots required. With unmatched delection and visibility
from Day One, the easy-to-use Falcon [nsight XDR interface delivers an unrivaled analyst
experience with seamless workflows across endpoint protection (EPP), EDR, XDR and threat
intelligence for maximum efficiency.

Benefit from experts at the ready: Strike the right balance of technology and expertise
with pioneering 24/7 proactive threat hunting and the world’s #1 MDR service with full-
cycle remediation. Falcon Insight XDR users benefit from the tight feedback loop between
CrowdStrike’s products and industry-leading experts, whether you manage the Falcon
platform yourself or upgrade to CrowdStrike Falcon® Complete XDR for a fully managed
experience.



CrowdStrike Products
Falcon Insight XDR

Harmonize and simplify response across the enterprise

Rapidly respond with surgical precision: Detailed detection information, from impacted
hosts and root cause to indicators and timelines, helps to rapidly remediate threats.
Powerful response capabilities such as Falcon Real Time Response (RTR) allow you to
eradicate threats with surgical precision from anywhere in the world.

Take action across the ecosystem: Trigger response actions across Falcon-protected
hosts and through third-party solutions. One unified command console empowers
analysts, from containing a host under attack to automatically enforcing more restrictive
user access policies based on detection criticality through third-party solutions.

Orchestrate and automate workflows: CrowdStrike Falcon® Fusion security
orchestration automation and response (SOAR) automates and streamlines tasks, from
notifications and repetitive tasks to complex wotkflows, dramatically improving the
efficiency of your SOC teams.

Newly announced Falcon Insight XDR capabilities*

XDR Al Investigator: Radically transform the speed and efficiency of investigations with XDR
Al Investigator. Focus on incidents instead of alerts and engage Al to accelerate incident
triage and investigation for analysts of all skill levels.

XDR Incident Workbench: Accelerate response times with this all-new lightning-fast

user experience designed around incidents, not standalone alerts. Analysts can optimize
workflows with intelligent entity linking, added cross-domain context, annotations, incident
history tracking and more.

Collaborative Command Center: Security analysts around the world can now collaborate
onincidents in real time from a unified source of truth. Together, teams can triage, investigate
and respondas a unit to outpace the adversary.

XDR for All: Falcon Insight XDR users get native XDR included at no additional cost to
accelerate investigations with comprehensive endpoint, identity, cloud and data protection
telemetry fromacross the Falcon platform.

‘Thoat tion(s) inchudte(s) forveard-k tsincluding, butnot mited Ih dtiming of product and feature
avaitalyity, the benefits ari cap four current endil products end services, and our 1o d obyeclives. Such are subject l

risks and uncertanties and ectualresults coukd differ { l Any (uture products, functionalty and services may be abangoned or delayed, and customers
tould mak topurct ch dservices based on features that. ifatyl

About CrowdStrike

CrowdSlrike (Nasdag: CRWD), a global cybersecurity leader, has redefined modern security with
the world's most advanced cloud-native platform for protecting critical areas of enterprise risk —
endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class Al, the CrowdStrike Falcon® platform
leverages real-time indicators of attack, threat intelligence, evolving adversary tradecraft and
enriched telemetry from across the enterprise to deliver hyper-accurate detections, automated
protection and remediation, elite threat hunting and prioritized observability of vulnerabilities.

Purpose-bullt in the cloud with a single lightweight-agent architecture, the Falcon platform delivers
rapid and scalable deployment, superior protection and performance, reduced complexity and
immediate time-to-value.

CrowdStrike: We stop breaches.

2023 CrowdStrike, Inc. Allrighls reserved.
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 Ensures safe device Usage; visibility and granular control
theindustry's only. cloud-delivered device control solution

Ensuring Safe and Accountable Device Usage

The portability and usability of USB devices make them essential in today's enterprise
environments. Yet these devices pose a significant security risk of bringing malware into
organizations and leaking out data like source code, both intentionally and unintentionally.
Although device control solutions exist, they don't provide the contextual visibility and
granular control required to understand and manage today's powerful devices.

CrowdStrike Falcon® Device Control ensures the safe utilization of USB devices across
your organization. Built on the CrowdStrike Falcon® platform, it uniquely combines visibility
and granufar control, allowing administrators to ensure that only approved devices are
used in your environment. File metadata capabilities [et analysts see unique details about
documents, files and data copied to external media devices. GrowdStrike's industry-
leading machine learning (ML) platform detects source code movement and identifies over
40 programing languages. When used with CrowdStrike Falcon® Insight XDR, visibility is
extended, adding searchable history and logs of USB device usage.

Key Product Capabilities

Visibility across USB device usage — effortlessly

* Discover devices automatically: Gain continuous insight into USB devices across
your organization. Falcon Device Control automatically reports device type (e.g., mass
storage, human interface, etc.) with manufacturer, product name and serial number.
You have visibility into all devices operating over the USB bus, including internal/non-
removable USB devices.

» Tapinto a wealth of information at your fingertips: Inmediately see which devices
are used in your environment and how they are being used at a glance via usage
dashboards. Falcon Insight XDR paired with Falcon Device Control provides insight into
processes executed from USB storage, users and hosts where USB devices were used.



Falcon Device Control

\/‘ + Gainimmediate and powerful search capabilities: Falcon Device Control
provides fast and powerful search capabilities. Examine your environment for vital
information such as the devices used on a specific machine. Hunt through extended
file metadata and source code ML detections for data loss and exfiltration activities.
When used with Falcon insight XDR, search expands to include historical logs of
device usage or blocking.

« Extend Falcon Insight XDR visihility: Monitor files written to storage,
giving you visibility into what's being copied to devices.

Precise and granular policy enforcement

» Ensure strict policy enforcement: Define device control policies for endpoint
groups, and allowlist and blocklist devices by class, vendor, product setial number and/or
specific device ID. Define device control policies for endpoints both on and offline.

» Seetheimpact of policies hefore implementing them: Alerts and dashboards
allow you to see how your policies will impact users before enabling enforcement.

« Define granular policies for drives: Allow read/write or read-only access,
while blocking execution of applications on USB drives.

« Automatically get device information for quick and easy policy creation
and management workflows: Falcon Device Control automatically obtains
devices’ vendor, class model and serial number, without requiring the use of
external tools or device managers, allowing you to create policies for all
devices being used in your environment.

Seamless integration with Falcon endpoint protection

» One agent, one console, one platform: Falcon Device Controlis 100%
cloud-managed and delivered via a single lightweight-agent architecture as part
of the world's most advanced cloud-native platform.

» Immediate implementation and management: The Falcon platform's single
lightweight-agent architecture delivers rapid and scalable deployment, superior
protection and performance, reduced complexity and immediate time-to-value.

About CrowdStrike

rowdStrike (Nasdag: CRWD), a global cybersecurity leader, has redefined modern security with the world's most advanced cloud-
native platform for protecting critical areas of enterprise risk — endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class Al, the CrowdStrike Falcon® platform leverages real-time indicators of
attack, threat intelligence, evolving adversary tradecraft and enriched telemetry from across the enterprise to deliver hyper-accurate
detections, automated protection and remediation, elite threat hunting and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon platform delivers rapid and scalable deployment,
superior protection and performance, reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches.
Follow us: Blog | Twitter | LinkedIn | Facebaok | Instagram
© 2023 CrowdStrike, Inc. All rights reserved.

Learn more at www.crowdstrike.com



CrowdStrike Products

dingimmediate visibilty to autom
rability management processes

REAL-TIME VULNERABILITY
MANAGEMENT AND PRIORITIZATION

CrowdStrike Falcon Spotlight™ provides animmediate, scanless
solution for comprehensive vulnerability assessment, management and
prioritization for IT analysts, Built on the CrowdStrike Falcon® platform, it
offers vulnerability prediction and dynamic rating capabilities as well as
intuitive reports, dashboards and filters to help your IT staff improve your
security posture.

Using Falcon Spotlight, you can see the vulnerabilities exposed within
your organization's environment and easily prioritize these with the
Exploit Prediction Rating Al (EXPRT.Al) model. ExPRT.Al relies on a vast
database of sources, including CrowdStrike’s own threat intelligence,
to enable you to more accurately prioritize vulnerabilities that are
critical to your business. After you've prioritized your vulnerabilities

and remediations, use the built-in integrations with the Falcon platform
to deploy emergency patches, create custom dashboards to monitor
your remediation efforts, and kick off external IT workflows with reports,
integrations and APls.

Powered by the CrowdStrike Security Cloud and world-class Al, Falcon
Spotlight sits within the CrowdStrike Falcon Platform, leveraging the
single lightweight-agent architecture. With Falcon Spotlight continuously
monitoring for vulnerability exposures, IT staff will always have access to
up-to-date information, with virtually no impact to your endpoints.




FALGON SPOTLIGHY

KEY GAPABILITIES

REDUCE VULNERABILITY PRIORITIZATION EFFORT

Falcon Spotlightis a dynamic vulnerability management solution equipped with intuitive
dashboards and powerful filtering capabilities, enabling you to improve your organization's
security posture by serving up the most refevant information. Dashhoard capabilities
include:

w ExPRT rating: Immediately prioritize which vulnerabilities are truly relevant to your
organization with a dynamic rating that more accurately shows risk levels. The rating is
adjusted according to a vast database of source data.

u Exploit status: Using integrated vulnerability exploit and threat intelligence, you can
easily identify which vulnerabilities in your environment represent the greatest risk, and
build reports and dashboards that keep track of these vulnerabilities.

Recommended remediations: Ensure that your remediation efforts are reducing the
most risk. Falcon Spotlight intelligently recommends the highest-impact patches to
deploy, reducing the chances of deploying a superseded patch.

a [nstalled patches: Use the Installed Patches page to identify which patches are active
across your environment, or which patches have been installed but are pending areboot.

AUTOMATE VULNERABILITY ASSESSMENT

Take advantage of the Falcon platform and lightweight agent to eliminate the burden

of lengthy, performance-impacting scans. With scanless technology, automated data
collection and areal-time user interface, your [T staff gains a continuous, comprehensive
picture of all endpoints in your organization — no more outdated reporting or long scans
slowing down regular business processes.

IMPROVE SECURITY OPERATION EFFICIENCY

Streamline your vulnerability management program with custom dashboard features.
Create and save custom filters so staff can quickly navigate and research critical issues. Use
the custom team dashhboards to share insights across your entire team, and set remediation
timeframes to speed vulnerahility resolution and increase your team's efficiency.

REDUCE OVERALL COMPLEXITY

Falcon Spotlight does not require an additional agent, and endpoints no longer need to use
cumbersome hardware or weighty agents, or be on the network to be assessed. Falcon
Spotlight is always on, seamlessly bridging the gap between vulnerability management and
the rest of the Falcon platform, enriching threat detection and intelligence use cases. Simply
select a vulnerability within the dashboard to see awealth of data around threat actors,
including threat intelligence reports and additional insights. Since all data is housed within

" the same console, analysts can pivot quickly to those vulnerabhilities that show the most
significant risk to resolve them first.

For hosts with critical vulnerabilities that need remediationinstantly, IT staff can take
advantage of emergency patching — it's a simple one-click action for Windows patch updates.
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CrowdStrike Holdings, Inc. (Nasdag: CRWD), a global cybersecurity leader, has redefined
modern security with one of the world's most advanced cloud-native platforms for protecting
critical areas of enterprise risk - endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud, the CrowdStrike Falcon® platform leverages
real-time indicators of attack, threat intelligence, evolving adversary tradecraft and enriched
telemetry from across the enterprise to dleliver hyper-accurate detections, automated
protection and remediation, elite threat hunting and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon platform
enables customers to benefit fromrapid and scalable deployment, superior protectionand
performance, reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches.
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